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CASE STUDY:

PRIVILEGED REMOTE ACCESS
DRIVES SECURITY & SIMPLIFICATION

Company Snapshot

@ MAN F With 150 years' worth of experience, MANE is a family firm that is France's leading
—

flavor and fragrance group — and one of the industry’'s world leaders. MANE has
unique capabilities when it comes to identifying, capturing, and reproducing
the scents and tastes that enliven human existence. Today, MANE employs over
6,500 people. Well-established both in France and internationally, the group has

Company: 27 production facilities and 50 R&D/Innovation centers across 39 countries.

Mane Group

Headquarters: Combining a Tradition of Trade Secrecy with Operational Excellence
Le bar sur loup, France in a Mobile, Remote Environment

Product: MANE has challenged itself to preserve its business model for the long term, while
Privileged Remote Access staying true to its authentic values — and maintaining the secrecy surrounding

its formulas. Amidst a fast-evolving world where workplaces are experiencing

accelerated digital transformation and relying more heavily on remote workers,

Fragrances & Flavoring MANE has been compelled to rethink its growth strategy. In reviewing the needs of
their IT infrastructure, MANE sought out a secure solution to enable productivity
for its modern work environment — while ensuring its trade secrets stay secret.

Industry:

Christophe Hue joined MANE as its Global CIO in May 2018. He worked on devising
an IT development strategy for the group worldwide. This strategy involved doubling
the focus on user experience in each business line, as well as on collaboration
between subsidiaries. Hue works closely with Benjamin Serre, who joined MANE

in January 2019 as Global CTO. Serre joined the firm prior to the global pandemic,

at a time when the company was not prepared for a future of teleworking. While

the company had established Webex as a basic remote collaboration tool, it had

not been widely adopted and end users were frequently leveraging Skype or

other insecure and self-provisioned solutions, creating a shadow IT problem.

“BeyondTrust's Privileged Remote Access
solution also offers the benefit of being
extremely simple to use and deploy.”

BENJAMIN SERRE, GLOBAL CTO
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MANE also needed to improve data and information
system security by enhancing access controls, privilege
management, and visibility over its numerous third-party
suppliers and systems managers.

Serre and his team desired to secure the connections of
sites and subsidiaries, while enabling mobility of employees
and third-party access. This was achieved by implementing
the BeyondTrust Privileged Remote Access solution.

By streamlining the working experience and aiming for
operational excellence, MANE is now well on the way to
becoming a smart factory.

“All of MANE's formulas are intellectual property,” says
Serre. “The firm is used to keeping its manufacturing
secrets confidential. This makes opening up to the world a
huge challenge. Security had to be a top priority. Privilege
management was naturally an integral component of the
project.” Serre continues, “Additionally, third-party partners
are now considered part of the group in many ways. These
partners sometimes require access on the same basis as
internal staff. Privileged access management allows us to
also enable the use case of secure access for partners,
ensuring the same security levels across loT, IT, and OT."

Security And Simplification:
Keys To The Success Of The PAM Project

The IT team identified the need to mature its privileged
access security and drew on its familiarity with the PAM
market and on audits detailing the firm's use cases. MANE's
Information System environment was complex, and the IT
team wanted a PAM solution that would not only improve
security posture, but also help simplify administration.
“We're in the midst of a phase of profound transformation of
our IT systems and data infrastructures, so our ecosystem is
quite complex, at present. It was important for us to choose
a solution that would deliver simplification and take into
account our degree of maturity,” stated Serre.

Iy

“BeyondTrust was among those topping the Gartner
rankings and validated all of our use cases. While other
PAM vendors could also check some boxes, BeyondTrust's
Privileged Remote Access solution also offers the benefit
of being extremely simple to use and deploy.”

The implementation project kicked off in September 2020
with an audit of the group's IT environment and ecosystem.
This was followed by a pilot phase. Ultimately, the solution
will be used by IT and production staff, a total of 165 people
in different sites worldwide; first in-house, and later by third-
party suppliers and service providers.

Results Achieved With BeyondTrust

By improving security and simplifying processes, Privileged
Remote Access is expected to help optimize IT and OT
operations across the business and its partners. Moreover,
MANE expects the BeyondTrust solution to have a positive
financial impact, with strong ROl achieved via simplified
administration, automated workflows, and mitigation of
cyber risks. Because the BeyondTrust solution can handle
such a breadth of use cases, MANE can streamline many
security controls via one solution across the globe.

While some initial adopters expressed concern about
changes the rollout might entail in their everyday working
habits, those concerns have been addressed thanks to a
carefully planned adoption campaign as well as workflow
improvements delivered by the solution.

“The project is being rolled out in a climate of trust,” reports
Benjamin Serre. “Over and above the expertise we would
expect from a software vendor, BeyondTrust has provided us
with hands-on support and helped us to think beyond this
project towards future developments.”
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Up Next:
Better Management of Privilege Escalation

The implementation of BeyondTrust's Privileged Remote

Access solution is only the first step in MANE's PAM strategy.

Mane has chosen this solution to protect access to their IT
and OT environments passwords and servers—Ilocking down
sessions, securing assets, servers, and networking.

“Over the next fifteen months, we'll be replicating this model
for our data centers in France, our data rooms, and for local
services supporting production environments in our major
sites in every region,” says Serre. "We're also looking at
replicating the model for our sites in the United States, Asia,
and South America. Doing so would be a natural extension
of what we've done with the help of BeyondTrust. We're also
aiming to improve privilege escalation for our service desk,
delivering better control and management, and thus, giving
the team a better working environment, while avoiding any
security risks.”

lal BeyondTrust

“Over and above the expertise
we would expect from a
software vendor, BeyondTrust
has provided us with hands-on
support and helped us to think
beyond this project towards
future developments.”

BENJAMIN SERRE, GLOBAL CTO

BeyondTrust is the worldwide leader in Privileged Access Management (PAM), empowering organizations to secure and

manage their entire universe of privileges. Our integrated products and platform offer the industry’s most advanced PAM

solution, enabling organizations to quickly shrink their attack surface across traditional, cloud and hybrid environments.

The BeyondTrust Universal Privilege Management approach secures and protects privileges across passwords, endpoints,

and access, giving organizations the visibility and control they need to reduce risk, achieve compliance, and boost operational

performance. We are trusted by 20,000 customers, including 78 of the Fortune 100, and a global partner network.

beyondtrust.com




